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material on grounds other than classi-
fication.

Subpart D—Privacy Provisions
§ 171.30 Definitions.

As used in this subpart, the following
definitions shall apply:

(a) The term Department means the
Department of State, its offices, bu-
reaus, divisions, field offices, and its
overseas posts.

(b) The term individual means a cit-
izen of the United States or an alien
lawfully admitted for permanent resi-
dence.

(c) The term maintain includes main-
tain, collect, use or disseminate.

(d) The term record means any item,
collection, or grouping of information
about an individual that is maintained
by the Department, including, but not
limited to education, financial trans-
actions, medical history, and criminal
or employment history that contains
the individual’s name, or the identi-
fying number, symbol, or other identi-
fying particular assigned to the indi-
vidual, such as a finger or voice print
or photograph.

(e) The term system of records means a
group of any records under the control
of the Department from which informa-
tion is retrieved by the name of the in-
dividual or by some identifying num-
ber, symbol, or other identifying par-
ticular assigned to an individual.

(f) The term statistical record means a
record in a system of records main-
tained for statistical research or re-
porting purposes only and not used in
whole or in part in making any deter-
mination about an identifiable indi-
vidual, except as provided in 13 U.S.C.
8.

(g) The term routine use means, with
respect to the disclosure of a record,
the use of such record for a purpose
which is compatible with the purpose
for which it was collected.

(h) The term amend means to make
any correction to any portion of the
record which the individual believes is
not accurate, relevant, timely, or com-
plete.

(i) The term personnel record means
any personal information maintained
in a system of records as defined in
paragraph (e) of this section that is

needed for personnel management pro-
grams or processes such as staffing,
employee development, retirement,
grievances, and appeals.
Rules and procedures promulgated by
the Office of Personnel Management
under the Privacy Act for personal rec-
ords for which it has responsibility will
be followed by the Department with re-
gard to such records except when in-
consistent with provisions of the For-
eign Service Act.

§ 171.31 Identifying information.
All requests for access to a record or

records must reasonably describe the
system of records and the individual’s
record within the system in sufficient
detail to permit identification of the
requested record(s). System names, de-
scriptions, and the identifying informa-
tion required for each system are pub-
lished in the Department’s public no-
tice of systems of records appearing in
the FEDERAL REGISTER. As a minimum,
requests should include the individual’s
full name (maiden name, if appro-
priate), present mailing address (in-
cluding zip code), date and place of
birth, and other information helpful in
identifying the record. Helpful data in-
cludes circumstances which give the
individual reason to believe that the
Department of State maintains records
under her/his name, as well as the ap-
proximate time period of the records.
This information will facilitate the
timely search of record systems and as-
sist the Department in locating those
records which actually pertain to the
individual requester. In certain in-
stances, it may be necessary for the
Department to request additional in-
formation from the requester, either to
ensure a full search or to ensure that a
record retrieved does in fact pertain to
the individual.

§ 171.32 Exemptions.
Portions of systems of records main-

tained by the Department are author-
ized to be exempted from a limited
number of provisions of the Privacy
Act. In utilizing these exemptions,
however, the Department contemplates
exempting only those portions of sys-
tems necessary for the proper func-
tioning of the Department and which
are consistent with the Privacy Act
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and these regulations. The following
exemptions are authorized under 5
U.S.C. 552a(j) and (k):

(a) Records specifically authorized
under criteria established by an execu-
tive order to be kept secret in the in-
terest of national defense or foreign
policy and in fact, properly classified
pursuant to such executive order (k)(1);

(b) Investigatory material compiled
for law enforcement purposes, other
than material within the scope of 5
U.S.C. 552a(j)(2): Provided, however,
That if any individual is denied any
right, privilege, or benefit for which
she or he would otherwise be eligible as
a result of the maintenance of such
material, such material shall be pro-
vided to such individual, except to the
extent that the disclosure of such ma-
terial would reveal the identity of a
source who furnished information to
the Government under an express
promise that the identity of the source
would be held in confidence, or, prior
to the effective date of the regulations,
under an implied promise that the
identity of the source would be held in
confidence (k)(2);

(c) Records maintained in connection
with providing protective services to
the President of the United States or
other individuals, pursuant to 18 U.S.C.
3056 and 22 U.S.C. 2666 (k)(3);

(d) Records required by statute to be
maintained and used solely as statis-
tical records (k)(4);

(e) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts,
nominations or referrals to inter-
national organizations, or access to
classified information, but only to the
extent that the disclosure of such ma-
terial would reveal the identity of a
source who furnished information to
the Government under an express
promise that the identity of the source
would be held in confidence, or, prior
to the effective date of these regula-
tions, under an implied promise that
the identity of the source would be
held in confidence (k)(5);

(f) Testing or examination material
used solely to determine individual
qualification for appointment or pro-
motion to the Federal service which

would compromise the objectivity or
fairness of the testing or examinations
process if disclosed (k)(6); or

(g) Evaluation material used to de-
termine potential of an individual for
promotion in the armed services, but
only to the extent that the disclosure
of such material would reveal the iden-
tity of a source who furnished informa-
tion to the Government under an ex-
press promise that the identity of the
source would be held in confidence, or,
prior to the effective date of these reg-
ulations, under an implied promise
that the identity of the source would
be held in confidence (k)(7); or

(h) Records originated by another
agency when that agency has deter-
mined that the record is exempt under
5 U.S.C. 52a (j). Also, pursuant to Sec-
tion (j)(2) of the Act, records compiled
by the Special Assignment Staff, the
Command Center, and the Passport and
Visa Fraud Branch of the Office of Se-
curity and by the inspector General
may be exempted from the require-
ments of any part of the Act except
subsections (b), (c)(1) and (2), (e)(4) (A)
through (F), (e)(6), (7), (9), (10), and (11),
and (i) to the extent necessary to as-
sure the effective completion of the in-
vestigative and judicial processes.

(i) Portions of the following systems
of records are exempted under 5 U.S.C
552a(j) to the extent authorized and de-
termined by the agency originating the
records. The names of the systems cor-
respond to those published in the FED-
ERAL REGISTER by the Department.
System Name: STATE DEPT.
Consular Service and Assistance Rec-

ords. STATE–5.
Coordinator for Combatting Terrorism

Records. STATE–6.
External Research Records. STATE–10.
Extradition Records. STATE–11.
Intelligence and Research Records.

STATE–15.
International Organizations Records.

STATE–17.
Law of the Sea Records. STATE–19.
Overseas Records. STATE–25.
Passport Records. STATE–26.
Personality Cross Reference Index to

the Secretariat Automated Data
Index. STATE–28.

Personality Index to the Central For-
eign Policy Records. STATE–29.

Security Records. STATE–36.
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Visa Records. STATE–39.
Munitions Control Records. STATE–42.
Records of the Inspector General and

Automated Individual Cross–Ref-
erence System. STATE–53.
(j) Portions of the following systems

of records are exempted from 5 U.S.C.
552a(c)(3), (d), (e)(1), (3) and (4), (G), (H),
and (I), and (f). The names of the sys-
tems correspond to those published in
the FEDERAL REGISTER by the Depart-
ment.

(1) Exempt under 5 U.S.C. 552a(k)(1).
The reason for invoking the exemption
is to protect the material required to
be kept secret in the interest of na-
tional defense and foreign policy.
Board of Appellate Review Records.

STATE–2.
Consular Service and Assistance Rec-

ords. STATE–5.
Coordinator for Combatting Terrorism

Records. STATE–6.
External Research Records. STATE–10.
Extradition Records. STATE–11.
Foreign Assistance Inspection Records.

STATE–48.
Intelligence and Research Records.

STATE–15.
International Organizations Records.

STATE–17.
Law of the Sea Records. STATE–19.
Overseas Records. STATE–25.
Passport Records. STATE–26.
Personality Cross Reference Index to

the Secretariat Automated Data
Index. STATE–28.

Personality Index to the Central For-
eign Policy Records. STATE–29.

Security Records. STATE–36.
Visa Records. STATE–39.
Berlin Document Center. STATE–41.
Munitions Control Records. STATE–42.
Records of the Inspector General and

Automated Individual Cross–Ref-
erence System. STATE–53.

Records of the Office of the Assistant
Legal Adviser for International
Claims and Investment Disputes.
STATE–54.
(2) Exempt under 5 U.S.C. 552(a)(k)(2).

The reasons for invoking the exemp-
tions are to prevent individuals the
subject of investigation from frus-
trating the investigatory process, to
insure the integrity of law enforcement
activities, to prevent disclosure of in-
vestigative techniques, to maintain the
confidence of foreign governments in

the integrity of the procedures under
which privileged or confidential infor-
mation may be provided; and to protect
the confidentiality of sources of infor-
mation.

Board of Appellate Review Records.
STATE–2.

Consular Service and Assistance Rec-
ords. STATE–5.

Coordinator for Combatting Terrorism
Records. STATE–6.

Extradition Records. STATE–11.
Foreign Assistance Inspection Records.

STATE–48.
Intelligence and Research Records.

STATE–15.
Overseas Records. STATE–25.
Passport Records. STATE–26.
Personality Cross Reference Index to

the Secretariat Automated Data
Index. STATE–28.

Personality Index to the Central For-
eign Policy Records. STATE–29.

Security Records. STATE–39.
Visa Records. STATE–39.
Munitions Control Records. STATE–42.
Records of the Inspector General and

Automated Individual Cross–Ref-
erence System. STATE–53.

Records of the Office of White House
Liaison. STATE–34.

Garnishment of Wages Records.
STATE–61.

(3) Exempt under 5 U.S.C. 552(a)(k)(3).
The reason for invoking this exemption
is to preclude impairment of the De-
partment’s effective performance in
carrying out its lawful protective re-
sponsibilities under 18 U.S.C. 3056 and
22 U.S.C. 1666.

Consular Service and Assistance
Records. STATE–5.

Extradition Records. STATE–11.
Intelligence and Research Records.

STATE–15.
Overseas Records. STATE–25.
Passport Records. STATE–26.
Personality Cross Reference Index to

the Secretariat Automated Data
Index. STATE–28.

Personality Index to the Central For-
eign Policy Records. STATE–29.

Security Records. STATE–36.
Visa Records. STATE–39.

(4) Exempt under 5 U.S.C. 552a(k)(4).
The reason for invoking this exemption
is to avoid needless consideration of
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records which are used solely for sta-
tistical purposes and from which no in-
dividual determinations are made.
Foreign Service Institute Records.

STATE–14.
Personnel Payroll Records. STATE–30.
Personnel Records. STATE–31.

(5) Exempt under 5 U.S.C. 552a(k)(5).
The reasons for invoking this exemp-
tion are to insure the proper func-
tioning of the investigatory process, to
insure effective determination of sta-
bility, eligibility and qualification for
employment and to protect the con-
fidentiality of sources of information.
Board of the Foreign Service Records.

STATE–3.
Equal Employment Opportunity Rec-

ords. STATE–9.
Foreign Assistance Inspection Records.

STATE–48.
Foreign Service Grievance Board Rec-

ords. STATE–13.
Legal Adviser Personnel Records.

STATE–20.
Overseas Records. STATE–25.
Personality Cross Reference Index to

the Secretariat Automated Data
Index. STATE–28.

Personnel Records. STATE–31.
Security Records. STATE–36.
Senior Personnel Appointment Rec-

ords. STATE–47.
Records of the Inspector General and

Automated Individual Cross–Ref-
erence System. STATE–53.
(6) Exempt under 5 U.S.C. 552(k)(6).

The reasons for invoking this exemp-
tion are to prevent the compromise of
testing or evaluation material used
solely to determine individual quali-
fications for employment or pro-
motion, and to avoid giving unfair ad-
vantage to individuals by virtue of
their having access to such material.
Foreign Service Institute Records.

STATE–14.
Personnel Records. STATE–31.

(7) Exempt under 5 U.S.C. 552a(k)(7).
The reason for invoking this exemption
is to prevent access to such material
maintained from time to time by the
Department in connection with various
military personnel exchange programs.
Overseas Records. STATE–25.
Personality Cross Reference Index to

the Secretariat Automated Data
Index. STATE–28.

Personality Index to the Central For-
eign Policy Records. STATE–29.

Personnel Records. STATE–31.
(k) Portions of certain documents in

the following systems of records are ex-
empted pursuant to the provisions of 5
U.S.C. 552a (j) and (k) from subsections
(c) (3) and (4); (d); (e)(4), (G), (H), and (f)
of 5 U.S.C. 552a.
Public Affairs Records. STATE–35.
Privacy Act Requests Records.

STATE–40.

[45 FR 58108, Sept. 2, 1980; 45 FR 62426, Sept.
19, 1980, as amended at 56 FR 6969, Feb. 21,
1991; 59 FR 2521, Jan. 18, 1994; 61 FR 68149,
Dec. 27, 1996; 64 FR 10949, Mar. 8, 1999]

EFFECTIVE DATE NOTE: At 64 FR 10949,
Mar. 8, 1999, § 171.32(j)(2) was amended by add-
ing the entry ‘‘Records of the Office of White
House Liaison. STATE–34’’, effective Apr. 7,
1999.

§ 171.33 Time limits.
Whenever possible, the Department

will acknowledge the request within 10
days (excluding Saturdays, Sundays,
and legal public holidays) of receipt of
the request and furnish the requester
information as soon as possible there-
after.

§ 171.34 Access to records.
(a) Verification of personal identity.

The Department will require reason-
able identification of individuals to as-
sure that records are disclosed only to
the proper person(s).

(1) Access in person. When access to a
record is granted in person, the Depart-
ment will require a verification of
identity by the individual; employee
identification card, driver’s license,
medicare card, annuitant identifica-
tion, or passport are examples of ac-
ceptable identification.

(2) Access by mail. For individuals who
seek access by mail, the Department
will require verification of identity;
comparison of signature of the re-
quester and those in the record, if any,
will be used to determine identity.

(3) Statement verifying identity. If an
individual can provide no suitable doc-
uments for identification or a signa-
ture is not on record, the Department
will require a signed statement from
the individual asserting her or his iden-
tity and stipulating that the individual
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